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Key Exchange          +

Messaging Channel +

???                           +

???                           +

???                           =

Secure Messaging

1. 2.
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End-to-End Security
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“Only the end points should 
have access to the plaintext”

Let’s meet at 8!

OK!
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End-to-End Security: Secure Messaging
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Let’s meet at 8!

OK!
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End-to-End Security: Secure Messaging
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?
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Secure Messaging
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UI
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Chat
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Chat
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Conversation

- Reconnections
- Loss of sync
- Error Management
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Session

BA

Key Exchange

Messaging
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Client-side 
fan-out

Sender key

Signal.apk

X3DH

Double Ratchet BA

Sesame
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The Case of Wire

“Most of the world’s G7 governments (5 out 
of 7) trust Wire to protect their 

communications”

13



Loose Ends of the Wire - Matteo Scarlata 14

BA
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Session
BA
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The Case of Wire: Session Level - Key Exchange

Initiator

idkA,idpkA

ekA,epkA

idkB,idpkB

prekB,prepkBi

DH(idkA,prepkB) DH(ekA,idpkB) DH(ekA,prepkB)
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A B

“XPDH”

K = 

Responder

|| ||
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Responder

The Case of Wire: Session Level - Messaging

KDF

KDF KDF

DH KDF

KDF DH
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“Proteus”
Initiator

rchtkAi

rchtpkAi

…

…
rchtkBi-1

rchtpkBi-1

rchtkBi

rchtpkBi

BA
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The Case of Wire: Session Level

XPDH                       ≈                        X3DH

Proteus                    ≈        Double Ratchet

*

*: prekeys not signed,
no responder ephemerals 
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Post-Compromise Security
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BA
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Post-Compromise Security
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BA

Compromise

Healing

Recovery
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XPDH
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Session

Conversation
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The Case of Wire: Conversation Level

PreKeyMessage

tag1, idpk
A, #prekB, epkA
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XPDH

 tag1:  tag1:
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The Case of Wire: Session Level - Key Exchange

Initiator

idkA,idpkA

ekA,epkA

idkB,idpkB

prekB,prepkBi

DH(idkA,prepkB) DH(ekA,idpkB) DH(ekA,prepkB)
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A B

“XPDH”

K = 

Responder

|| ||
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The Case of Wire: Conversation Level

CipherMessage

tag1, ctxt
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 tag1:  tag1:
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The Case of Wire: Conversation Level

CipherMessage

tag1, ctxt
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 tag1:  tag1:
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The Case of Wire: Conversation Level

PreKeyMessage

tag2, idpk
A, #prekB, epkA
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 tag1:  tag1:

 tag2:  tag2:



Loose Ends of the Wire - Matteo Scarlata

The Case of Wire: Conversation Level
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CipherMessage

tag2, ctxt

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level
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CipherMessage

tag1, ctxt

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level
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CipherMessage

tag1, ctxt

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level
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CipherMessage

tag1, ctxt

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level
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CipherMessage

tag1, ctxt

 tag1:  tag1:

 tag2:  tag2:
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Session Security to Conversation Security 

32

≈
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Post-Compromise Security
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BA

Compromise

Healing

Recovery
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

CipherMessage

tag1, ctxt

CipherMessage

tag1, ctxt
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

CipherMessage

tag1, ctxt

CipherMessage

tag1, ctxt ?
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The Case of Wire: Post-Compromise Security
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

CipherMessage

tag1, ctxt

CipherMessage

tag1, ctxt
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PreKeyMessage

tag2, idpk
B,

#prekA, epkAdv

The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:
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Reminder: XPDH
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Initiator

idkB,idpkB

ekAdv,epkAdv

idkA,idpkA

prekA,prepkAi

DH(idkB,prepkA) DH(ekAdv,idpkA) DH(ekAdv,prepkA)

B A

K = 

Responder

|| ||
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PreKeyMessage

tag2, idpk
B,

#prekA, epkAdv

The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:
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The Case of Wire: Post-Compromise Security
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:

CipherMessage

tag2, ctxt

wtf dude
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PreKeyMessage

tag’, idpkA,

#prekB, epkAdv

The Case of Wire: Conversation Level PCS
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:
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Reminder: XPDH
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Initiator

idkA,idpkA

ekA,epkA

idkB,idpkB

prekB,prepkBi

DH(idkA,prepkB) DH(ekA,idpkB) DH(ekA,prepkB)

A B

K = 

Responder

|| ||
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PreKeyMessage

tag’, idpkA1,

#prekB1, epkAdv

The Case of Wire: Conversation Level PCS
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:  tag2:



Loose Ends of the Wire - Matteo Scarlata

The Case of Wire: Conversation Level PCS

48

idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level PCS
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag2:  tag2:
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The Case of Wire: Conversation Level PCS
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idkA,idpkA idkB,idpkB

 tag1:  tag1:

 tag3:  tag3:

 tag2:  tag2:
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The Case of Wire: Conversation Level
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XPDH

Proteus
+

⇓

PCS
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The Case of Wire: Conversation Level

XPDH

Proteus
+

⇓

NO PCS

Wire Session 
Management

+

⇓

NO PCS*

X3DH

DR
+

Sesame
+
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XPDH

53

Session

Conversation

Chat
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The Case of Wire: Chat Level
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Chat Level Security
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Chats
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Chat Level Security
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Chats

Hi Alice!
I like
pineapple pizza

Hi Bob!
That’s not a 

crime
 

Consistent view
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Chat Level Security
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Chats

A: we meet at 8

B: let’s do 9

C: yes

A: ok 

Consistent view
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The Case of Wire: Chat Level
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Conversations
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The Case of Wire: Chat Level
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CipherMessage

CipherMessage

CipherMessage

CipherMessage

?

?
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The Case of Wire: Chat Level
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CipherMessage, chat id

CipherMessage, chat id

CipherMessage, chat id

CipherMessage, chat id

chat id
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The Case of Wire: Chat Level
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CipherMessage, chat id

CipherMessage, chat id

CipherMessage, chat id

CipherMessage, chat id
ch
at
 i
d
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The Case of Wire: Chat Level
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WAC is WHACK
don’t you think?
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The Case of Wire: Chat Level
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WAC is 
WHACK

don’t y
ou think?
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XPDH
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Session

Conversation

Chat

UI
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The Case of Wire: UI Level
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The Case of Wire: UI Level
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The Case of Wire: UI Level
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The Case of Wire: Disclosure

● Disclosed on 13/11/2023, response on 15/11/2023

● UI vulnerability fixed on 17/11/2023

● PCS and group id auth not fixed!

○ Wire to switch to MLS in late 2024
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Lessons
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Key Exchange

Messaging Channel

Conversations

Chats

UI

Secure Messaging

1. 2.+

+

+

+

=
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XPDH
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Session

Conversation

Chat

UI
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XPDH
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Session

Conversation

Chat

UI

Models?
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XPDH
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Session

Conversation

Chat

UI
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XPDH
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Session

Conversation

Chat

UI

Processes?
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XPDH
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Session

Conversation

Chat

UI

Matteo Scarlata
scmatteo@ethz.ch

Questions?
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Assets

https://www.svgrepo.com/
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https://www.svgrepo.com/

